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hQIMAIOVMS qHSUWXARAALS1IpmZVDEEGAP4I2nPZ32+F /1x17ByZvGbC70+D0u++
aHAExaemtInhtpI3Q/NQg8lisSkeExodURMTA/ZHrSQ3xID+rItuevolMT7/PeBM
QQKPH2f+TvYbIh+sjtjdahBeNSKmgHHIUZFNIMy8MY+78SWT /NRSKHOF SXNFqBP2
KmFV67§xzpTPemzR8TFHZa8kOF6S7vAV1PejSmsnSMMmInt TrivpbkKeJ1Ta3rQkp
©x35uL1i0kZpHfIXTTFuhiomxIvMk5/N4QnI16DzPddge/mviiMMOadgl2wYusts
CXZss4CfoslYyBqKDcUQTYyWAOTxd5dMUIFTR7aImUkDJUQX1HB+v7BFAOSBCFSNC
CIhwBWUpSskdgXgySixzmZwems FBlYYQQANSt2PrCnrSrdizgZWAiBzuSeoNd/nS
CveclUmshvX+KuApYCPr)1fIDzWybEgASVFRVAeqfmtxs6CFgGiT1l /be/w8w7Wsz
BXALEKGYhE JknK+bGOO4wnESKuOFSDkI7iYEW31yCkOAJowl2ieWjWyn7sZIEOTw
uavhThX1hk6RXeFVnkxxSbLgnFZbdz4FySOz7R6B5wW2PbXYjpFbpveASLYXgSrah
1RyomtMIPCURWQ2Y39F7xho2xXUf3ebdtgQQ7WLt11sTMRBSHERKFQWZUSrYhTTS
6QFoyactBhUqwfZmjeRnSjVMzrzDR8Shy3/1¢31i0jNSHNhJAWT8250Zx1DF 2FWO
RNGg3hY19uFwLGNM304ciwECOVTxkskuxémS/FoeDIIb3lyFdaly4n68rFFea3E4T
WxI2IFCq3s1n/75KtjuRKboNySsZpi@yfOKk8KrSNFGNk21rghF77S9vESDQRzsm
X5SMRE5NPUHBVVEdiSaGeML5It/SI4F2QVBOytrIfSAPgleXitVOKEHS05U021Lg
hEaUu7oRtFYXPfswoSyeaQfesSld34wvhZ2dNessenfe+eEAe+Are9Q@3H+P8pD/r
srslqdrLTrMvU6INWzbMdsbhExsqKtk2wpSZuNajRe4pVojh+maRVhoRi1BC3g9T3u
+hpimjMOxokfDcqodviursS1TaERSpT7v2LieCYTIyOQpnh/cxbxm+/I3IHAMOMS
153S+3gvMFt91m6001RANB+EUU@RTe IMFtKmWi5B2NE6VV7ULIKOhZOWfDQap6Tpz3
nmwEpN9SHPQ8aufanhwjaAc7ax1UF sbSdgBsM7SNW2fY1gbDQuoldvSXbEaGIFbR
S5Tevbt2wlfzzMujbMpy6H/DEr1AKmg98ntUEPIOEJutoTZfekzF4XPoOrStAlSIS
BXQEWwU+1YZGtgZ@R8UjtaBR8OTK31q4pBz8kZVbAgVIWTWESSKZD1adXchuTbf7
ehCpz+F+mMQxdgmobGCi8UVoj6EE@NOZTbzz0AV+g)deTwWQRg1IMkIceq7HEF6f/p
8KLKFK3S4WSHZZXgCOhKE4PKGUSZRprsQq8B381p70okcbdBbUSSATFk9j8mCSIUD
QqLR7251I0M6+1i3wmyB+KnjYVHcoVpDaWIdcUe /mK50ZNs14vI1s1E@B1ZBK2kqAm
AF603j0Zgc35sIUChotEhZd2cMGFhvdE2IQLSVKF+cAbuFhyQ4]5eNdeUMOKerof3
I3LDaIlPfluzIVPj7a/2Gg2uPCUSiI+kVBERRIYVrbAZWGUXAFZcwIFT8rgSolC6o
7Ec+OLSh4ELIESSPTHR300R0VZCZANMArT75Q0S /w2X2TpSSij4SsEKKNO1PPNARSI
shzo3H1+ctIpO2XVANFXXVEM+uQy71qpI+pNkBjVECIESKMMrOnMWEACQIMTVIU+
Dr4MDo6/AN1IXnMI85eR6YVXab3U/91XI9eCtsNGHIdEpgmC83Ico/BY3UH+Y6cu2
SsKAJJdnUN4NBGhIrLLStIC19X4g76dsNEFcYewIq/bnP7X6tpC3m3UTDFgqb+E
Fho9nVKKWKZpF3P6KYJQsPdv82UXA+3Bv/e+6SMpGGGOWEULjmUo+ZG8apzVxoTy
9fM3TmRe32M1Z6uqd8YF
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e Ne moze se dekriptovati sadrzaj nase poruke
e ALl neko ko nadzire kanal komunikacije moze videti da je tajna poruka poslata
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QQKPH2F+TVYbIh+sjtidahBeNSKmgHHIUZFNLMy8MY+78SWT/NRSKHOF SXNFGBP2
kmFV67jxzpTPemzR8TFHZa8kOF6S7vAv1PejSmsnSMMmInt TrivpbkKeJ1Ta3rQkp
©x35uL1i0kZpHfIXTTFuhiomxIvMk5/N4QnI16DzPddqe/mViiMMOadgl2wYusts
CXZs54CFos1Yy@qKDCUQTYWASTxdSAMUTFTR7aImUKDIUQX1HB+V7BFAOSBCFSNC
CIhwBWUpSskdgXgySixzmZwems FBlYYQQANSt2PrCnrSrdizgZWAiBzuSeoN]/nS
CvelUmshvX+KuApYCPrI1fIDzWybEgASVFRVAeqfmtxs6CFgGiT1l/be/wew7Wsz
BXALEKGYhE JknK+bGOO4wnESKUOFSDkI7iY6W31yCkOAJowl 2ieWjWyn7sZIEO W
uavhThX1hk6RXeFVnkxxSbLgnFZbdz4FyS0z7R6B5wW2PbXYjpFbpveASLYXgSrgh
1RyomtMIPCURWQ2Y39f7xho2xXUf3ebdtgQQ7WLt11sTMeBSHECKFQWZUSrYhTTS
6QFoyactBhUqwfZmjeRn5jVMzrzDR8Shy3/1c3110jNSHNhJAW78250Zx1DF ZFHO
RNG3hY19uFwLQNM304ciwECOVTxkskuxémS/FoeDIIb3lyFdaly4n6BrFFea3E4T
WxI2IFCq3s1n/75KtjuRKboNySsZpiQy fOKk8KrSNFGNk21rghF77S9vESDGRzSm
X5SMR65nNPUHBVVEdiSaGeML5It/SI4F2QVBOytrIfSAPgloXitVOKEHI05U021Lq
hEaUu7oRtFYXPfswoSyeaQfeSld34wvhZ2dNe6senfe+eEAe+Ar69Q23H+P8pD/r
srsLqdrLTrMvU6IWzZbMdsbhExsqKtk2wpSZwNajRe4pVojh+mdRVhoR1BC3G9T3u
+hpimjMOxokfDcq9dviursS1TaERSpT7v2LieCYTIyOQpnh/cxbxm+/I3IHAMOMS
1535+3gvMFt91m6001RANB+EUUGSTeMF tKmivi SB2N6VV7UikOhZOWFDQap6Tpz3
nmwEpN9SHPQ8aufanhwjaAc7ax1UF sbSdgBsM7SNW2fY1gbDQuoldvSXbEaGIFbR
STevbt2wlfzzMujbMpy6H/DEr1AKmg98ntUEPIOEJutoTZfekzf4XPoOrStALSIS
BXQEWwU+1YZGtgZORBUtaBR8OTK 31q4pB28KZVbAgVZWTWES SKZD1adXchuTbf7
ehCpz+F+mMQxdqmobGCi8UVoj6EERNOZTbzZ0AV+gIdeTWQRg1MKk I ceq7HEF6f/p
8KLKFK3S4W5SHZZXgC6hKEAPKGUSZRprsQq8B381p7okcbaBbUSSATFKIF8mCSIUD
QLR7251I0M6+1 3wmyB+KnjYVHcoVpDalWIdcUe/mK50ZNs14vI1s1E@B1ZBK2kqAm
AF60j0Zqc3SsIUChotEhZd2cMGFhvdE2IQLSVKF+cAbuFhyQ435eNdeUMOKeref3
I3LDaIIPfluzIVPj7a/2Gg2uPCUSi+kVBERRIYVrbAZWGUXAFZcwIFT8rgSoliC6o
7Ec+OL9hAEIESSPTHR30080VZCZANMArT75QbS/W2X2TpS5ij4sEKKNG1PPNARST
$hzo3H1+ctIpO2XVANFXXVtM+uQy71qpI+pNkBIVECIESKMMronMWEACQIMTVIU+
Dr4MDo6/AN1XnMI85eR6YVXa63U/91XI%eCtsNGHIdEpgmC83Ico/BY3UH+Y6cu2
SsKAJFAnUNANEGhIrLLStIC19X4 g76dsNEFCYOWIq/bnP7X6tpC3m3UTDFgq6+E
Fho9nVKKWKZpf3PEKYjQsPAvB2UXA+3BV/e+6SMPGGGONEUL jmUo+2G8apzVxo7y
9fM3TmRe32M1Z6uqd8YF
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Originalna slika

11111111
00000000
00000000

11111111
11111111
00000000

00000060
00000000
11111111

LSB steganografija u kojoj
menjamo dva poslednja bita
kako bi ugradili re¢ "cat" u
nasu sliku

Slika sa ugradenom porukom

11111101
00000010
00000000

11111100
11111101
00000001
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00000001
00000010

00000011
00000001
11111100
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Original LSBs of Original
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Za JPEG - DCT koeficijenti
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Neki formati koriste kompresiju - na primer JPEG

Videti predavanje sa Nedelje informatike 2022 o JPEG kompresiji
Ne mozemo koristiti LSB steganografiju

Postoje druge metode steganografije u ovom slucaju

11
12
13
17
22
30
64
92

16 24 40
19 26 58
24 40 57
29 51 87
o6 68 109
64 81 104
87 103 121
98 112 100

60 55
69 56
80 62
103 77
113 92
120 101
103 99 |
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e Unicode standard definise dva karaktera koji se koriste u arapskom jeziku za
spajanje reci - Zero width joiner i zero width non joiner
e Njih mozemo iskoristiti za ugradivanje nase tajne poruke u tekst
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(a) ISO cnmboo 3a
ZW.J

Tajne sakrivene u fajlovima : Steganografija

L _

(86) IS0 cumboor 3a
ZWNJ

Vuk Dolijanovi¢



1. Uvod

2. Metode

Tajne sakrivene u fajlovima : Steganografija Vuk Dolijanovi¢



e Stampadi u svaki papir ugraduju mikroskopske Zute tacke koje sluZe da bi
forenzicki identifikovale dokument na jedinstven nacin

e Na ovaj nacin moze se ukoliko dode do potrebe identifikovati ko je odgovoran
za Stampanje laznog novca, krivotvorenje dokumenata...
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e Watermarking predstavlja ugradivanje poruke koja jednoznacno odreduje
necije vlasnistvo nad autorskim pravima digitalnog dela

e Coded Anti Piracy je tip watermarkinga pomocu kog mozemo zakljuciti koja
osoba u lancu produkcije nekog digitalnog dela je odgovorna za Sirenje tog
dela u Siru javnost
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e Stegomalware predstavlja maliciozan kod ugraden u neki fajl, koji je sakriven
kako bi izbegao detekciju od strane antivirusa
e Taj maliciozni kod mora da bude aktiviran od strane nekog eksternog koda
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Hvala na paznji!

Pitanja?
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